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  On the Home Front  
NEWS ABOUT INDIVIDUAL AND FAMILY PREPAREDNESS  
 

Winter Weather Preparedness: 
 

Are you ready for Winter weather?  Are you sure . . . ?   
 
When was the last time you checked the items in your emergency kits (plural, as in “the 
one at home and the one in your car”)?  Still counting on that box of protein bars being 
edible, even though they spent all summer in your trunk?  Is that pack of hand-warmers 
still in there, or did you pull them out to use for deer season?  Are you ready to take 
care of that new baby if the power goes out at home, or if you find yourselves stranded 
on the roads?  Is the car-charger for your cellphone actually in the car – all the time? 
 

Do you have enough gas in the car to get to where you’re going?  Sure, you probably 
wouldn’t have left home if you didn’t, but do you have enough to get to where you’re 
going and endure an hours-long delay for the traffic jam caused by a motor vehicle 
accident? 
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Staying in the Game  
 

BUSINESS CONTINUITY NEWS AND BEST PRACTICES 
 

If someone was on your network right now, would you know? 
 

Think about a burglar breaking into your home:  the longer they 
remain inside and undetected, the more of your belongings they 
can locate and steal.  The same is true for network intrusion.  The 
longer an intruder can remain on your network undetected, the 
more likely they are to identify, package, and exfiltrate (i.e., steal) 
information, drop malware, or both - or more. 
 

Some of the most recent data available shows an average of 95 days 
elapsing between initial intrusion and the detection of that intrusion.  
We often refer to this period as Dwell Time. 
 

Another key piece of data is Breakout Time – the time between the 
initial intrusion and the ability for the criminal to move laterally within 
your system.  That amount of time dropped from more than 4 hours 
in 2020 to an average of 1 hour, 32 minutes in 2021. 
 

The longer a cybercriminal remains undetected on your network, 
the more damage they can do and the more data they can steal. 
 
 
 

 Cyber Crime Awareness 
  

YOU CAN’T PROTECT 
WHAT YOU DON’T KNOW YOU HAVE 

 

That sounds like common sense, right?  
And in a way, it is.  In our personal lives, 
very few of us would make a major 
purchase, not add it to our insurance 
policies, and then forget we own 
whatever it was we purchased.  If our 
new car was included in a recall 
notification, we’d get it taken care of. 
 

Technology is different.  We add 
technology to our professional (and 
personal) lives so frequently and so 
often that it almost becomes 
background noise.  How many devices 
do you and your family use?  How many 
desktop computers, laptops, tablets, 
and smartphones? 
 

How many different internet-facing 
devices (TV’s, security systems, even 
refrigerators)? 
 

How many different makes and models 
of those devices do you have?  How 
many different operating systems? 
 

It may not seem like that big of a deal, 
until you have to make sure they’re all 
patched and all running current 
software . . . 
 
 

 

 

EMA Update  
 

“People make the system.”  

A lot of our work happens behind the scenes.  During a disaster or 
large-scale emergency, much of that work is done in the County’s 
Emergency Operations Center, or EOC.  When activated, personnel in 
leadership positions from emergency services, the private sector, 
government, humanitarian/philanthropic organizations, and others 
work together (physically, virtually, or sometimes both) on functions 
including collecting, analyzing, and sharing information, supporting 
resource needs, planning, and much more. 
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The World Around Us  
FORECASTING WINTER WEATHER . . . 
 

I have had several friends and colleagues who are meteorologists tell 
me that forecasting Winter weather is one of their least favorite things. 
 
Based on the diagram above, I get why . . . 
 
It’s not just about air temperature – it’s about air temperature at 
different heights.  Where is the layer of warm(er) air?  How high above 
the surface is it?  How thick is it?  An altitude variance of just a few 
hundred feet may mean the difference between a location receiving 
snow, sleet, freezing rain, or some combination thereof as the system 
moves through. 

 Back to School  
DRESSING FOR THE WEATHER . . . 
 

“I walked two miles to school 
and back, in the snow, uphill 
both ways.” 
 

Not really – not the uphill both 
ways part, anyway - but I did 
walk to school, in the snow, and 
in the northeastern U.S. that was 
sometimes quite a bit of snow – 
and cold.  In the spirit of full 
disclosure, my friend and I often 
tried to time it so that we would 
passing the home of another 
friend right about the time he 
and his brother (who was old 
enough to drive to school) 
would be leaving their house. 
 

What’s my point? 
 

I still see kids being dropped off 
at school, or getting off the bus, 
dressed as though they are 
absolutely sure they will only be 
outdoors for the 20 seconds it 
takes them to walk into the 
building. 
 

There is no guarantee of that.  If 
the building needs to be 
evacuated, or the bus breaks 
down en route, what then? 

 

Thank you!   
 

I hope you’ve enjoyed the November, 2021 issue of SitRep – the 
monthly newsletter of the Warren County Emergency 
Management Agency.  More to the point, I hope you’ve found 
information that is of value to you. 
 

If you would like to see a particular issue or topic addressed, 
please feel free to contact me, and of course I value your 
feedback.  Thanks very much! 
 

Jim Sharp, MCP, MoCEM – DSN #1700 
Warren County Emergency Management Director 

jsharp@warrencountymo.org 
 


